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Dark-Fog - File encryption and Security made easy.

Dark-Fog(+) Client Manual

Dark-Fog is a file encryption software, with the purpose of securing important files, for save sharing
online in cloud storages or on local storages. It offers support for Android and Windows devices /
systems.
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1.0 What is Dark-Foqg?

Dark-Fog is a file encryption software, with the purpose of securing important files, for save sharing
online in cloud storages or on local storages.

1.1 Why file encryption?

In times where we need to have all the information at any time with us , intensive use of online storage
or transportation of important data on portable storage devices is unpreventable , which all together at
any time can be taken from foreign or even attacking people and would cause critical damage in
privacy and finances. This can only be prevented by file encryption.

1.2 End-User License Agreement (EULA)

Dark-Fog (hereinafter DF ) is a software by the development team IT-Huskys and falls under the
jurisdiction of the federal state of Germany. ( As defined below ) This License Agreement is " ITH " for
the IT-Huskys development team and their partners. "You" and "your" refers to the user of the
computer on which the software was installed or , and therefore agree that this License Agreement.

PLEASE READ THIS END USER LICENSE AGREEMENT (THIS " EULA" OR "LICENSE
AGREEMENT") CAREFULLY. BY CLICKING " " ACCEPT " " BUTTON OR USING THE APP OR THE
SOFTWARE OF THE APP CLIENT (THE " SOFTWARE") INSTALL , YOU AGREE THAT THIS
AGREEMENT , AS ONE OF THEM SIGNED CONTRACT VALIDITY OBTAINED . IF YOU DO NOT
AGREE WITH ALL TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT , YOU ON THE
BUTTON TO INDICATE THAT YOU NOT AGREE TO THE TERMS OF THE LICENSE AGREEMENT
, AND COMPLETE THE INSTALLATION OF THE SOFTWARE FROM CLICK . BY AGREE WITH
THIS LICENSE AGREEMENT , YOU REPRESENT THAT YOU ARE OF LEGAL AGE AND UNDER
THE LAWS OF YOUR RESIDENCE THE LEGAL POWERS HAVE A CONTRACT TO COMPLETE
ACKNOWLEDGE .

I. LIMITED USE LICENSE

Granted on the basis of the terms of this License Agreement and your consent to this ITH you and you
hereby accept , until the termination of the License Agreement by you or ITH , a limited, non -
exclusive, non - transferable license to internally install the following components and exclusively as
perform part of the APP (i) the Software , all accompanying material , and ( ii ) any software upgrades
, patches, subsequent versions and updates (collectively " updates") , the ITH leaves you to use . The
software and the APP is provided solely for your personal , non-commercial entertainment purposes
only and may not be used for any other purpose or in any other way. Without the explicit consent of
ITH Do nothing that you obtain from the software or the APP, sell , copy , share , transmit, publish ,
assign or distribute in any way. The license granted to you is free of charge .

I CONDITIONS

By installing and using the Software, you acknowledge that you have read and understood the terms
of this license agreement and that they accept this . You must also : (i) the ITH Terms of Use (the "
Terms of Use" ) , which are linked at the bottom of the site and are incorporated by this reference
portion of the license agreement , read, understand and accept ; (ii ) an account for the APP (an "
Account") create (as defined in the Terms of detail this procedure ) and (iii ) meet the hardware and
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connection requirements (the " " site ") are published on the websites of ITH . These requirements
may change during the development of the APP. You are fully responsible for the liabilities incurred in
connection with your Internet usage costs and the cost of hardware, maintenance or repair costs that
are required for your access to the APP .

Il . ADDITIONAL LICENSE RESTRICTIONS

The limited license granted to you in Section |, is the subject of the additional restrictions that are
illustrated in this section Ill . Any use of the Software in violation of the following license restrictions , is
an unauthorized use of the software outside the license grant in Section |, and will be considered a
violation of shares held by ITH or its licensors in the Software and the APP rights. You agree that you
will not under any circumstances :

A. The software sell , rent, lease, sublicense or transfer in any other way to third parties or third party a
security interest in the Software or the APP grant or given to third parties copies of the Software or the
APP ;

B. The Software or copy the APP in whole or in part, photocopy , reproduce, translate, reverse
engineer , decompile the source code derived or disassemble the software or derive from the APP
works , unless there is a permission that (i) one (1) to create a copy of the software and
Documentation solely for personal archival purposes and ( ii ) to use image and video capture third-
party software to control the output of the software as audio , video and / or still image files for
personal, non-commercial use in accordance with the terms of use and applicable to audio or video
production rules of ITH record ;

C. , modify without the express consent of ITH any files that are part of the software in any way or
even cause them to be changed ;

D. The software or the APP itself use for commercial purposes or induce any other person or entity to
such use, in particular (i ) participation in the APP against payment or (ii ) the sale of APP elements
outside of the APP or the sale of accounts , unless such transactions were authorized by ITH and
performed over provided by ITH services; or

Use E. Prohibited third party programs , especially " mods ," " hacks ," "cheats ," " scripts ," " bots ,
trainers ," or automation programs or any third party programs that intercept the communication
between the software and ITH , emulate or redirect or thereby collect information about the APP that
they read memory areas that are used by the software to store information about the APP .

IV TITLE,

All rights and title to the Software and the APP and all content contained therein (in particular
accounts, computer code , tags , artwork , graphics, animations and methods of operation ) are the
exclusive property ITH or its licensors. The software and the APP and all content contained are
protected by German and other applicable international intellectual property laws . ITH and its
licensors reserve all rights in and to the Software and the APP , especially the exclusive right to create
derivative thereof contents . You agree to not create their own content on the basis of the APP without
the express consent of ITH . You acknowledge and agree that you have no financial or other interest
in any content or features contained in the APP. You further acknowledge and agree that You have no
ownership or other property rights to your account and acknowledge and agree that all rights are
permanently on and in connection with your account with ITH and ITH benefit . Please read the Terms
of Use for a complete representation of ownership of ITH .

V. CODE OF CONDUCT

As long as you use the software, you agree to comply with all applicable laws, rules and regulations.
You further agree to comply with the additional rules that govern your use of the APP (the " Code of
Conduct "). The Code of Conduct is not meant to be complete and closed set of rules and ITH
reserves the right to amend this Code of Conduct at any time and to take all appropriate disciplinary
action , including account closure and deletion, in order to protect the integrity and spirit of the APP ,
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regardless of whether a specific behavior is listed here as prohibited. The following examples of
behavior result in disciplinary action according to :

A. The personification of any person , Fima or legal entity , including a member of ITH , or the
communication in a way that gives the impression that this was going out of ITH ;

B. The disclosure of information on the Site or in the APP, with which you can be identified himself or
any other person ;

C. Harassing , threatening or tracking other users in the APP ;

D. Removing , altering or concealing related to ITH disclaimer relating to copyrights, trademarks ,
patents or other proprietary rights that are displayed on the Site , in the APP and / or in the software.
Furthermore, you will not transmit any content that violates third party rights or violate them , in
particular patents , trademarks, trade secrets , copyrights, publication, personal or other property rights
or intangible rights ;

E. The transmission or distribution of content that can be seen by ITH sole and absolute discretion to
be offensive , in particular unlawful , harmful , threatening , abusive , harassing , vulgar , obscene,
sexist , racist, ethnically or otherwise objectionable content;

F. contain the transmission or the facilitation of transfer of content that contain viruses , corrupted data
, Trojan horses , keyloggers , worms , time bombs, cancelbots or other computer routines that system,
data or personal information damage , negative affect , to spy secretly , or undermine , to investigate
or acquire or actually do this ;

G. Spamming chat by interrupting the conversation flow with repeated and resembling contributions ,
whether for personal or commercial reasons ;

H. Participation in any actions that exploit after ITH sole rating undocumented aspects of the APP, in
order to obtain an unfair advantage over other users;

I. Participation in any actions that other users of the APP to go behind ITH sole evaluation, especially
attacks that are classified as " scamming " or " social engineering " ;

J. The access or attempted access to areas of the APP or the APP server , which were made
available to the public;

K. The choice of a player's name, falsely gives the impression that the respective user is with ITH in
connection that allows a personal identification that violates the property or intangible rights of third
parties or is libelous, defamatory , distasteful, obscene, sexist, racially , ethnically or otherwise
objectionable . You may also use any typographical errors or alternate spellings , in order to
circumvent this limitation in the choice of Player Names . ITH is in the sole name rating that violate
these rules at any time without prior notice to you change and take for repeated violations further
disciplinary measures, including the closure of the affected account.

VI . CONSENT TO ITHITORING

If you use the software detects the software parts of your hardware and software specifications and
performance of your computer for improved joint support, without further notice to you . With the
software, no other information about you or your computer to ITH be forwarded except those required
for the connection specifications.

VIl UPDATES AND ADJUSTMENTS

A. The software and the APP . ITH can offer updates for the software that must be installed by you , so
that you can continue to play the APP. With every start of the software to play the APP , you grant ITH
your permission to install remote software updates on your computer with or without additional notice
to you.

B. License Agreement. ITH reserves the right to revise its sole and absolute discretion, any provision
of the license agreement in the course of further development of the APP or the law , to update ,
change, modify , add, amend or delete , but under the condition that significant changes in the license
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agreement does not retroactively apply. Such changes will be effective upon your agreement. If any
future changes to this License Agreement you will not be acceptable or cause you to no longer comply
with the license agreement , or you do not agree to the then-current version of the license agreement
on some points , we reserve the right to the license agreement in accordance with the law to terminate
on termination in Section VIII . You can view the latest version of this license agreement by clicking on
the lower end of the site to " EULA" . If the software requires an update, you will have the opportunity
to review and to approve or reject the current version of this License Agreement upon installation.

VIII TERMINATION OF LICENSE AGREEMENT

This Agreement remains effective until terminated . You may terminate this license agreement at any
time and for any reason terminate by setting ITH of your termination intention. ITH may terminate this
License Agreement at any time for any or no reason. A denunciation shall take effect as soon as you
ITH by being informed , shut down your account or is deleted or ITH ceases to operate and / or
support for the APP . In the event of termination , whether by you or ITH , the license granted to you in
Section |, immediately terminated and you must install the software immediately and completely
removed from the permanent memory of your computer and all copies of the software, which in itself
your possession , destroy .

IX. END OF THE APP OPERATION

The APP is an "online" APP that can be played over the Internet through services provided by or on
behalf of ITH . You acknowledge and agree that by ITH sole and absolute discretion may terminate the
support for or access to the APP at any time for any reason or no reason. You further agree that ITH
any time without notice to you or liability to you change over your access to any features or parts of the
APP , modify , disable , " " nerf " " cancel , or may limit . You see according to the terms of use that
you have no interest , financial or otherwise, to any features or contents of the Software or the APP .

X. EXPORT CONTROLS

The software is subject to applicable export restrictions. You must complete all export and import laws
and restrictions and regulations of any German or foreign authority , in connection with the Software
and its use shall be established. The software may not be re-exported , downloaded or exported by
other means, downloaded or installed for the benefit of citizens and residents of countries have
imposed on the Germany a trade embargo. You represent and warrant that you are not located in any
such country , nor citizens or residents are or are under control of a citizen or resident of any such
country .

XI. DISCLAIMER OF WARRANTY

THE APP (INCLUDING THE SOFTWARE AND DOCUMENTATION ) IS PROVIDED "" AS IS " " AND
" AS AVAILABLE " " LEAVE WITHOUT EXPRESS OR IMPLIED WARRANTIES OR
REPRESENTATIONS OF ANY KIND . EXTENT PERMITTED BY LAW IS POSSIBLE , IN ITH ANY
EXPRESS OR IMPLIED WARRANTIES RELATING TO THE APP OR THE SOFTWARE REFERS
MAY , IN PARTICULAR , ANY IMPLIED WARRANTIES OF CLAIMS AGAINST INFRINGEMENT ,
FITNESS FOR TRADE , FITNESS FOR A PARTICULAR PURPOSE AND WARRANTIES ARISING
OUT OF COURSE OF TRANSACTIONS , THE COURSE OF BUSINESS OR USAGE OF TRADE
SHOWS UNFOLDING AND WARRANTIES AS TO THE ACCURACY, RELIABILITY OR QUALITY OF
ANY CONTENT OR INFORMATION AS PART OF THE APP AND / OR THE SOFTWARE . ITH
DOES NOT WARRANT THAT THE APP AND / OR THE SOFTWARE WILL BE UNINTERRUPTED
OR ERROR-FREE , THAT DEFECTS WILL BE CORRECTED, OR THAT THE SOFTWARE IS FREE
OF VIRUSES OR OTHER HARMFUL COMPONENTS. YOU ASSUME FULL RESPONSIBILITY FOR
THE SELECTION OF THE APP AND / OR THE SOFTWARE TO ACHIEVE YOUR DESIRED
OBJECTIVES AND FOR THE INSTALLATION , USE AND THE RESULTS THAT YOU PLAY BY AND
OBTAINED THE SOFTWARE .

Development & Copyright

»

IT-Huskys Dev Group

www.dark-fog.net



@ @@ Dark-Fog @ DF+,

IT IS STATED THAT THE WARRANTY FOR INTENTIONAL ITH DUTY INJURY NOT EXCLUDE .
THE DISCLAIMER OF WARRANTY DOES NOT AFFECT THE FOLLOWING LIMITATION OF
LIABILITY.

Because some states or jurisdictions do not allow disclaimer of implied warranties, the prespecified
exclusion clause may be only partially applicable for you or not .

Xl . INDEMNIFICATION

HEREBY AGREE TO BE ITH OF AND FROM ALL CLAIMS , COURT PROCEEDINGS , DAMAGES ,
LOSSES, LIABILITIES AND EXPENSES (INCLUDING ATTORNEYS 'FEES ) FREE ADMISSION ,
HARMLESS AND HERE TO DEFEND , DIRECTLY OR INDIRECTLY FROM YOU WITH DEBT ARE
TO YOUR USE OR MISUSE OF THE APP AND / OR THE SOFTWARE OR THE BREACH OF THE
PROVISIONS IN THIS AGREEMENT, BY YOU TO GO BACK . ITH reserves the right to take over at
their own expense and in its sole discretion , assume the exclusive defense and control of any matter
in which you are obliged to indemnify , whereby you work in such a case ITH together and all available
means of defense available will face.

Xl . LIMITATION OF LIABILITY

ITH IS YOU OR ANY THIRD PARTY UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL
THEORY , WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE) , STRICT LIABILITY
LAW OR OTHERWISE LIABLE FOR ANY INDIRECT, INCIDENTAL , CONSEQUENTIAL , SPECIAL
SAMPLE OR PUNITIVE DAMAGES OF ANY KIND (INCLUDING DAMAGES FOR BUSINESS
INTERRUPTION , LOSS OF DATA, THE REDUCTION OF GOODWILL OR BUSINESS PROFITS)
OR FOR DAMAGES FOR GROSS NEGLIGENCE OF ANY KIND (INCLUDING DAMAGES FOR
BUSINESS INTERRUPTION , COMPUTER FAILURE OR MALFUNCTION, OR ANY OTHER
COMMERCIAL DAMAGES OR LOSSES ) ARISING IN YOUR USE OR YOUR USE THE
SOFTWARE AND / MUST OR THE APP BASED , EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES ITH KNOW HAS OR SHOULD KNOW . ITH NOT RESPONSIBLE FOR LOSS OR
DAMAGE TO ACCOUNTS FROM SAVED APP ALSO BE RESPONSIBLE OR STATISTICS PROFILE
INFORMATION THAT . ITH IS NOT RESPONSIBLE FOR ANY INTERRUPTIONS OF SERVICE ,
INCLUDING ISP INTERRUPTION, SOFTWARE OR HARDWARE FAILURES , OR OTHER EVENTS
THAT TO LOSS OF DATA OR INTERRUPTION OF SERVICE DAMAGE. IN NO EVENT SHALL ITH
FOR ANY.

Notwithstanding the foregoing limitation of liability SHALL THE LIABILITY OF ITH BY ANY PART OF
THIS AGREEMENT SHALL BE (i ) for damages arising from injury to life, limb , or health, based on a
negligent breach of duty by ITH or an intentional or negligent breach of duty representative or agent of
ITH based or (ii ) for other damages based on a grossly negligent breach of duty by ITH or an
intentional or grossly negligent breach of duty by a legal representative or vicarious agent of ITH ; (iiii)
for willful misconduct ; (iv) for damages on the negligent breach of duties that are essential for the
fulfillment of the contract by ITH (" obligations " ") , based , as far as these are characteristic and
predictable ; (v ) for any warranties granted to you by ITH ; ( vi) for any liability that arises from
applicable under the respective legal product liability law.

Because some states or jurisdictions do not allow exclusion or limitation of liability , the liability of ITH
is limited insofar as this is possible by applicable law in those States or under these jurisdictions.

BY INSTALLING THE SOFTWARE AND/OR USING THE SOFTWARE YOU ACKNOWLEDGE THE
END USER LICENSE AGREEMENT.
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2.0 The features of Dark-Fog

The Dark-Fog Client versions offer different features depending on its versions and use purpose.

2.1 Dark-Fog Versions and Features:
Qi@ & & 2 @ &

Feature

unlimited file size
processing

Dark-Fog Level 1
encryption

Dark-Fog Level 1
decryption

Dark-Fog Level 2
encryption

Dark-Fog Level 2
decryption

Dark-Fog Level 3
encryption

Dark-Fog Level 3
decryption

Dark-Fog Level 4
encryption

Dark-Fog Level 4
decryption

Single-File
processing

Multi-File
processing

Crypt-Process
Pausing /
Resuming

Multi-Threading
processing
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Full Directory /
Folder content
processing
Automatic / Live
Directory / Folder
content processing
File based
Password
Database /
Management
MyYsQL based
Password
Database /
Management

System resource
configuration

E-Mail support

Commercial
License / Usage /
Support
Price FREE FREE 4,99€ 4,99€ 49,99€
Availablility Direct Google Via E-Mail Google Via E-Mail

Download Playstore - Playstore

2.2 The features of Dark-Fog in detail

2.2.1 Unlimited file size processing
This feature allows to process any file size that your operating FAT(File Cluster Formation)-System

allows. There is no memory or size limitation to processing.

File system Maximum size
APFS 8 Exabyte
exFAT 16 Exabyte
FAT12 16 Megabyte

FAT16B 2 Gigabyte
FAT32 4 Gigabyte
HFS 2 Gigabyte
HFS+ 8 Exabyte

HPFS 2 Gigabyte
NTFS 16 Exabyte
Btrfs 16 Exabyte
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2.2.2 Dark-Fog Level 1 encryption/decryption
This feature allows to use the level 1 Dark-Fog Syntax for encrypting and decrypting files. The 1% is an

encryption based on the password alone. Depending on the given password (up to 32 signs), the
encryption will be different. It does not include any hash or checksum for the password used for the
encrypted file. Makes it impossible to brute-force or to decipher the used encrypt-password.

2.2.3 Dark-Fog Level 2 encryption/decryption
This feature allows to use the level 2 Dark-Fog Syntax for encrypting and decrypting files. The 2™

option is based on a password (up to 32 signs) and a key-file that is required to calculate the
decryption. It does not include any hash or checksum for the password used for the encrypted file.
Makes it impossible to even get an output.

2.2.4 Dark-Fog Level 3 encryption/decryption
This feature allows to use the level 3 Dark-Fog Syntax for encrypting and decrypting files. The 3™ is an

encryption based on the password and file size. Depending on the given password (up to 1024 signs),
the encryption will be different with a 2" layer encryption based on the file size. It does not include
any hash or checksum for the password used for the encrypted file. Makes it impossible to brute-
force or to decipher the used encrypt-password.

2.2.5 Dark-Foq Level 4 encryption/decryption
This feature allows to use the level 4 Dark-Fog Syntax for encrypting and decrypting files. The 4"

option is based on a password (up to 1024 signs), file size and a key-file that is required to calculate
the decryption. It does not include any hash or checksum for the password used for the encrypted
file. Makes it impossible to even get an output.

2.2.6 Single-File processing
This feature allows you to process one file at a time. Assuring minimal system resource usage and

functional processing even for low-end system speck devices and systems.

2.2.7 Multi-File processing
This feature allows you to process one file at a time, with multiple files queued up for processing,

with the same setting applied. Assuring minimal system resource usage and functional processing
even for low-end system speck devices and systems. Multiple files can be listed/selected for
processing without the need to apply the same settings manually for each file separately.

2.2.8 Crypt-Process Pausing/Resuming
This feature allows you to pause the encryption- and decryption process at any time. In case a file or

many files take longer to be processed, and you need the system calculation power elsewhere, you
can simply pause the process and resume it later whenever you want.

2.2.9 Multi-Threading processing
This feature allows you to process all queued files at the same time. Making use of the of the full

system resources and processing power, to encrypt any decrypt all selected file(s) at the same time.
This feature increases processing speed and productivity massively compared to “Single-File
processing”. Depending on the amount and size of the processing files, this feature can be very
system-resource intensive.
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2.2.10 Full Directory/Folder content processing

This feature allows you to process all files in a specific directory/folder. Simply select the
directory/folder you want all files to be processed by the given configuration/settings. The
folder/directory will be scanned for all files it contains and queued up for processing.

2.2.11 Automatic/Live Directory/Folder content processing

This feature allows you to automatically process new files that get created/placed/uploaded to a
configured folder/directory, based on the applied security settings. The processing of the file(s) will
apply under the “Multi-Threading processing” feature.

2.2.12 File based Password Database/Management
This feature allows you to have all auto-encrypted files managed by a local file-database. This enables

you to have all passwords random generated, based on a high security syntax, and stored in a local
file database for encryption and decryption.

2.2.13 MYSOL based Password Database/Management

This feature allows you to have all auto-encrypted files managed by MYSQL-database. This enables

you to have all passwords random generated, based on a high security syntax, and stored in a MYSQL
database for encryption and decryption.

2.2.14 System Resource configuration
This feature allows you to have full control about the amount of System-Resources, Dark-Sky is
allowed to use to process the files and run all its features. Assuring that the running system can not

be slowed down by it.

2.2.15 E-Mail support
This feature allows you get in contact with the developers of the Dark-Fog File Encryption solutions,
for support and maintenance.

2.2.16 Commercial License/Usage/Support
This feature allows/certificates you to legally run all Dark-Fog solutions in a commercial business

environment, with legal usage for customer and inhouse security.

3.0 System requirements

Minimum System Requirements

System Windows Android
OS Version Windows 7 SP1 9
CPU AMD Phenom Il X4 940, Qualcomm APQ8064T Snapdragon S4 Pro,
Intel Core 2 Quad Q8400 Quad-core 1.7 GHz Krait 300
or better or better
RAM 2 GB 2 GB
Storage 100 MB + processing file size 100 MB + processing file size
Required .Net 4.51 Global File Write Permission
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Recommended System Requirements

System Windows Android

OS Version Windows 10+ 12+

CPU AMD Ryzen 7 5800X, Qualcomm Snapdragon 855,
Intel Core i7-13700K MediaTek Dimensity 1000+

or better or better
RAM 16 GB+ 6 GB+

Storage 100 MB + processing file size 100 MB + processing file size
Required .Net 4.51 Global File Write Permission

Please be aware that the needed system-resources are highly depending on the size of the files that
are selected for processing. Larger files may require a way higher amount of RAM and System-
Storage.
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4.0 Encryption-Options

Dark-Fog is a file encryption software, with the purpose of securing important files, for save sharing
online in cloud storages or on local storages. It offers 4 encryption options with a high security syntax
behind it. The 1°t and 3™ are an encryption based on the password alone (vl 3 also on the file size).
Depending on the given password, the encryption will be different. The 2" and 4™ options are based
on a password and a key-file that is required to calculate the decryption (lvl also on the file size). All
options (levels) do not include any hash or checksum for the password used for the encrypted file.
Makes it impossible to brute-force or to decipher the used encrypt-password.

4.1 Dark-Fog Encryption - Level 1

Dark-Fog V1

PAssworD#

i PA%”s"WS‘ru# D

Original File
Good/Wanted Way — {

Encrypting by owner or permitted user

Dark-Fog with Encryption-option 1 (will be called V1), is very easy to use. The user just takes the file
who he wants to encrypt and chooses a password (up to 32 signs) which will be used for the
encryption. The file(s) will now be securely encrypted with the given password and the syntax it
creates. The encrypted file can now be sent online or saved without the risk to be stolen and used. To
decrypt a file, you need to enter EXACTLY the password that was given in the process of encryption,
or it will be using the wrong syntax generated by the password and only a garbage file will be created.
Because Dark-Fog doesn’t use a checksum, it is not possible to say if a password is correct, so there
is no way to brute force the right password. To try every possible password will come with a huge
effort, because the attacker would need to check every file and needs a lot of system power to do so.
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4.2 Dark-Fog Encryption - level 2

Dark-Fog V2

Original File M
. e

Good/Wanted Way — :
Encrypting by owner or permitted user | lG by Thief or Hacks

WBad/unwanted Wall

Dark-Fog with Encryption-option 2 (will be called V2), needs a little more effort from the user as V1 but
is even more secure. The basics are the same as V1 (up to 32 signs for the password), but with a
huge difference! In this case the Crypt-Syntax creates a random generated Key-File for every file that
will be encrypted. The basic idea is that the encrypted file can be stored as usual online or on a local
hard drive, but you also need an authentication-syntax file for the decryption as well as the password.
You can now store the sensitive data online with an even more secure level, and simply keep the key-
file for it locally saved. If someone now online accesses the data and even knows the password, the
attacker has no way to decrypt it since he does not have the necessary values without the key file(s).
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4.3 Dark-Fog Encryption - level 3

Dark-Fog V3

Up to 1024 signs password lengh syntax based)
L \
PAssworD# S /

l"‘%

v g ' i ' i \
\ . " . ) {
; ) B
WBad/unwanted Wa

Good/Wanted Way —
Encrypting by owner or permitted user ' WG by Thief or Hacks

Dark-Fog with Encryption-option 3 (will be called V3), is also very easy to use but even stronger then
its V1 option thanks to its expanded password-encryption syntax and file size based sub-encryption.
The user just takes the file who he wants to encrypt and chooses a password (up to 1024 signs)
which will be used for the encryption. The file(s) will now be securely encrypted with the given
password and the syntax it creates, with a 2nd layer encryption based on its file size. The encrypted
file can now be sent online or saved without the risk to be stolen and used. To decrypt a file, you need
to enter EXACTLY the password that was given in the process of encryption, or it will be using the
wrong syntax generated by the password and only a garbage file will be created. Because Dark-Fog
doesn’t use a checksum, it is not possible to say if a password is correct, so there is no way to brute
force the right password. To try every possible password will come with a huge effort, because the
attacker would need to check every file and needs a lot of system power to do so.
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4.4 Dark-Fog Encryption - level 4

Dark-Fog V4
(Up to 1024 signs password lengh syntax based)
\ L__ \

’ ord! ?
orT) ?
Good/Wanted Way —

Encrypting by owner or permitted user

Dark-Fog with Encryption-option 4 (will be called V4), needs a little more effort from the user then V1
or V3, but is even more secure. The basics are the same as V3 (up to 1024 signs for the password)
and a file size based sub-encryption, but with a huge difference! In this case the Crypt-Syntax creates
a random generated K4y-File for every file that will be encrypted. The basic idea is that the encrypted
file can be stored as usual online or on a local hard drive, but you also need an authentication-syntax
file for the decryption as well as the password. You can now store the sensitive data online with an
even more secure level, and simply keep the key-file for it locally saved. If someone now online
accesses the data and even knows the password, the attacker has no way to decrypt it since he does

not have the necessary values without the key file(s).
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5.0 Dark-Fog Menu/Navigation

»

M L] [0] @[]

1 2 3 4 5 6

1 = File-Encryption — opens the File-Encryption menu

2 = File-Decryption — opens the File-Decryption menu
3 = Message-En/Decryption — open the Message En/Decryption menu

4 = License & App Information — opens the Information overview about the apps version and user
license

5 = App-Options — opens the Options-menu with the app-configuration settings [only available (with full
features) in the Dark-Fog+ client solution]

6 = Closes Dark-Fog

5.1 File-Encryption

1

/storage/6434-3962/wor| ff/Internal Memo
#433572123.mp3
/storage/6434-3962/work stuf
#2354321.docx
/storage/6434-3962/work stuff/ Prtzct
presentation.pptx

/storage/6434-3962/work stuff/Project Report
Q32024.xIsx

/storage/6434-3962/work stuff/Project Reports Q1-3
2024.rar

/storage/6434-3962/work stuff/
Recording_Meeting_M93753.mp4
/storage/6434-3962/work stuff/
Access_data_User_047483.pdf
/storage/6434-3962/work stuff/
Backup_Archive_B93754.zip
/storage/6434-3962/work stuff/Bill_R957239838.pdf
/storage/6434-3962/work stuff/
Customer_contract_B926482.pdf
/storagg/6434-3962/work stuff/
Docu ts_Letters_Base.zip

storage/6434-3962/work stuff/Important_mail. pdf 6

EEEEEEEgEEN

3
PASSWOSD#+ / ‘

ENCRYPT

LVL3
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1 = Close Crypt-menu, resets the file-list and goes back to the Main-menu (Windows client only)

2 = Drag & Drop File-List that have to be encrypted. Just drop the files or folders right in the area
(Windows client). On Android select the files or folder(content) you want to encrypt or clear the

selection. All files in the list will be encrypted with the given password and settings.

3 = Password who will be used to encrypt the files (up to 32 Symbols DF1 & 2 — up to 1024 Symbols

DF3 & 4).

4 = Select the Dark-Fog level that the files will be encrypted on (level 3-4 only available in Dark-Fog+)

5 = Start encryption and offers PAUSE-RESUME option during procession (only in Commercial

Premium (+) Client)

6 = Creates a random generated password with the maximum supported length of the selected Dark-

Fog encryption level (32 Symbols for DF1 & 2 —1024 Symbols for DF3 & 4).

5.1.1 Output of the Dark-Foqg V1 and V3 Syntax:

Dark-Fog V1 Files (.df1)

ta Storage ([x) »

The processed files will be in the same directory as the source files if not configured differently
(Windows client). In the Android client version, all processed files will always be in the folder “Internal

P

Mame

B Access_data Wer_047483.pdf.df1

. Backup_Archive B93754.zip.df1

. Bill_R957239838.pdf.df1

. Customer_contract_B926432. pdf.df3
. Important_mail. pdf.df3

. Recording_Meeting_M93753.mpd.df3

Dark-Fog V3 Files (.df3)

rocess_files * processedfile = Dateimanager Q B8 1§

L > Interner Speicher > Dark_Fog_Output

Access_data_User_047483.pdfidf1
24,74 KB 29.07.24

Backup_Archive_B93754.zip.gr1
5,10 MB 29.07.24

Bill_R957239838.pdf.df1
42,96 KB 29.07.24

Customer_contract_B926482.pdf.df3
20,33 MB 29.07.24

Important_mail.pdf.df3
43,26 KB 29.07.24

Recording_Meeting_M93753.mp4.df3
541 MB 29.07.24

Storage/Dark_Fog_Output” if “File(s) selection” was selected as the source. With the

“Folder(content) selection” all files will be placed in the same directory as the source files, if not

configured differently.

Task Complete

The encryption process has been
completed! The encrypted file of
Wallpaper_Android_edition_Promo.png

has been stored at:

'Internal Storage/Dark_Fog_Output'.
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5.1.2 Output of the Dark-Fog V2 and V4 Syntax:

\(> Interner Speicher > Dark_Fog_Output
(. Accﬁs_data_l,lser_ﬂd?-ﬂﬁ?r.pﬂé A

FrrEEEEEE NN

Dark-Fog V2 files (.df2)

Access_data_User_047483.pdf.df2
24,74 KB 29.07.24

Backup_Archive_B93754.zip.df2
510 MB 20.07.24

Bill_R957239838 pdf.df2
42,96 KB 29.07.24 :
Customer _contract_B926482.pdf. df4

V4 files (.df4)

Backup_Archive_B93754.zip.df2
Bill_R957239833.pdf.df2
Customer_contract_B926432.pdf.df4
Important_mail.pdf.df4 & Darlt- %mmanpdfdm
Recording_Meeting_M93753.mp4d.df4 B ;i;;g_Meeﬂng_Mwsa_mp4:;;: )
Custormer_contract_B926482.pdf.kdy Custormer_contact 8926482 pf
Important_mail. pdf.kdy G BEIL Importaanallpdfk4y

<z

V4 key files ( k4y)

Recording_Meeting_M393733.mpd. kdy J oo esnasTssmoasty
Access_d Eta_u ser_m_.l'-q-ﬂ?h pdf, kE}l' . Access_data_User_047483.pdf. key -

504 B

S500B

Bill_R957239838.pdf key \ g oo

Dark-Fog V2 key files (.key)

Backup_Archive_B9373.zip.key |Gy

The processed files will be in the same directory as the source files if not configured differently
(Windows client). In the Android client version, all processed files will always be in the folder “Internal
Storage/Dark_Fog_Output”, if “File(s) selection” was selected as the source. With the
“Folder(content) selection” all files will be placed in the same directory as the source files, if not
configured differently. The Key/K4y files can be generated (by setting) in an own separate folder on
creation.

Task Complete

The encryption process has been
completed! The encrypted file(s) has/
have been stored at:
'/storage/emulated/0/Documents’.

The key/k4y-files can be stored separately. For example the file(s) can now be safely stored online,
with the key-file/k4y-file remaining on the users end or send via email to the targeted user.
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5.2 File-Decrypt Menu

/storaggfemulated/0/Documents/
Wallg#fper_Android_edition_Promo.png.df4
Prage/emulated/0/Documents/
portant_mail.pdf.df3
/storage/emulated/0/Documents/
Bill_R957239838.pdf.df3
/storage/emulated/0/Documents/
Backup_Archive_B93754.zip.df3

ENEEEN

PaSSWOSD#+

ﬂ DECRYPT

1 = Close Decrypt-menu, resets the file-list and goes back to the Main-menu (Windows client only)

2 = Drag & Drop File-List that have be decrypted. Just drop the files or folder(content) right in the area
(Windows client).On Android select the files or folder(content) you want to decrypt or clear the
selection. All files in the list will be decrypted with the given password. DF1, DF1, DF3 and DF4 files
can be decrypted at the same time. The KEY-File must be next to the DF2-file in the same source
directory on Windows. The K4Y-File must be next to the DF4-file in the same source directory on
Windows. On Android you will be asked for each KEY/K4Y-file for every queued DF2 or DF4 file.

Key-File Required K4y - File Required

The selected file is Ivl 4 encrypted

The selected file is Ivl 2 encrypted and requires a Kdy-file to decrypt.

and requires a key-file to decrypt.
Please select the key-file for
Customer_contract_B926482.pdf.df2.

Please select the K4y-file for
Recording_Meeting_M93753.mp4.df4.

SELECT K4Y-FILE

3 = Password who will be used to decrypt the files (up to 32 Symbols DF1/DF2 - up to 1024 Symbols
DF3/DF4).

4 = Start decryption
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The processed files will be in the same directory as the source files if not configured differently
(Windows client).

In the Android client version, all processed files will always be in the folder “Internal
Storage/Dark_Fog_Output”, if “File(s) selection” was selected as the source. With the
“Folder(content) selection” all files will be placed in the same directory as the source files, if not
configured differently.

Task Complete

The decryption process has been
completed! The decrypted file(s) has/
have been stored at:
'/storage/6434-3962/work stuff'.
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5.3 Crypt-Message
5.3.1 Create Messages

LOAD MESSAGE

P&SSWOSD#+

SAVE MESSAGE ENCRYPTED

With this you can create a “.message” file to safely be stored and send to a permitted user.
1 = Message-Text — Writing anything in this area will activate the message encryption functionality
2 = Password (up to 32 Symbols — UTF8).

3 = Saves the message as an encrypted “.message” file

Dateiname: | secured_messagd

Dateityp: |Crypled Message (*.message)

~ Ordner ausblenden

On the Windows client version, you can choose the location of the encrypted “.message” file. In the
Android client version, all processed files will always be in the folder “Internal
Storage/Dark_Fog_Output”.

Task Complete

The encryption process has been

completed! The encrypted file of Text
Message has been stored at:
'Internal Storage/Dark_Fog_Output'.
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The fixed preset output directory, is required by the google play-store security policy.
4 = Closes the Crypt-Message Form and resets all input

5 = Creates a random generated password with the maximum supported length (32). The generated
password is automatically copied into the clipboard(Copy & Paste memory) for custom saving.

) ) secured_message....
If you got a message, then you just take the “.message” file and drag -> and drop

it into the message-area (After you have entered the password). So you can now read it clearly:

5.3.2 Get Messages

LOAD MESSAGE

SommND L

SAVE MESSAGE ENCRYPTED

The Message file will be deleted after it got decoded and displayed.
1 = Message-Text — drop the “.message” file here (on Windows) after entering the password
2 = Password (up to 32 Symbols — UTF8).

3 = Load Message file — Password for the loaded message file will be asked after file selection
(Android only)

Password required

Please input the password for the
encrypted message.

PaSSWO5D#+

4 = Re-Saves the message as an encrypted “.message” file
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5.4 Info Menu

1 W . [Dark Fog+] - Info/License

I DFLVL1 I DFLVL2 I DFLVL3

Dark-Fog V3 4
signs password lengh syntax based)

Good/Wanted Way -
Encrypting by owner or permitted user

1 = Close Info-Menu and go back to the Main-Menu (only on the windows client)
= Information of the app, crypt-syntax version and user license information

3 = Open the website www.dark-fog.net in the default browser for news and update information’s

4 = Shows the functionality of all 4 Dark-Fog encryption features

5.5 Options Menu

[Dark Fog+] - Options

MULTI-TDG
[ACTIVE]

3 =2 Activate Move Border Style
Activate Multithreading 4
¥ o ing <
. M&[HHE SOUrCE filﬂs ﬂf Auto-Delete source files of processed files (Folder 6
I:"m filEE $ 5 a &2 Selection) K

Save all processed files in 'Internal Storage/

- D Dark_Fog_Output' instead of source location (Folder
Save Key(DF2)/K4y(DF4) files Selection)
. in a me fﬂl:hl’ w.. Save Key(DF2) and K4y(DF4) files in a seperate location
i after generation

3 ii Set defaut File-Save path /7
9
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1 = Close Options-Menu and go back to the main-menu (Windows client only)
2 = position of the main-menu (Windows client only)
3 = enables to move the main-menu freely around (Windows client only)

4 = activates or deactivates Multithreading processing (will be saved instantly on the Android client)

Ea Warning! - Multithreading-Processing

5 = deletes the source file after the encrypted/decrypted file has been created (on Android only for
“Folder(content)” selection as the source)

6 = relocates all created files (encryption and decryption) to “Internal Storage/Dark_Fog_Output”
(Android only for “Folder(content)” selection as the source)

7 = creates a new folder “Key_Files” at the target destination of the encryption process and places all
generated Key and K4y files in there. The Key/K4y files will no longer be generated next to the
processed files

8 = Standard Save-Path (Standard (empty) = same directory as the source-file) (Windows client only)

9 = Save settings and go back to the main-menu (Windows client only)
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6.0 Copyvright & Usage

The base clients of Dark-Fog are completely free for the non-commercial/private use purpose. The
premium (full feature) client version of Dark-Fog, a license is required that comes with a commercial
use permission. This license must be purchased and given by the IT-Huskys Dev-Group.

All rights of this software and use permit are solely subject to IT-Huskys.

The use of this software is only permitted under the EULA of Dark-Fog.

In the case of problems or questions, these must be submitted in writing to https://www.dark-
fog.net/contact.html .

6.1 Download & Source

6.1.1 Dark-Fog Client (Private User License)

Windows Client (x86, x64) - https://www.dark-fog.net/downloads shop.html

Android Client (9 - 14) -
https://play.google.com/store/apps/details?id=com.it_huskys.dark fog android

6.1.2 Dark-Fog+ [Premium] Client (Commercial User License)

Windows Client (x86, x64) - https://www.dark-fog.net/downloads_shop.html

Android Client (9 - 14) -
https://play.google.com/store/apps/details?id=com.it huskys.dark fog_plus_android

For more information please visit:

https:/www.dark-fog.net/

IT-Huskys Dev-Group

Manual Version 3.150 — 2024-08-28
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